
SOLUTION BRIEF

HELP YOUR ORGANIZATION STAY SAFE WITH A MULTILAYERED, 
NEXT-GENERATION ENDPOINT SECURITY SERVICE
Stay protected against cyberattacks without disrupting employee productivity or increasing IT's workload,
with HP Wolf Pro Security Service — an endpoint protection security solution backed by industry-certified security experts.1

Stop known and unknown cybersecurity 
threats from breaching your endpoints, 
with reinforcing layers of proactive 
protection that use enterprise-grade 
isolation and advanced Next-Generation 
Antivirus (NGAV) with deep learning 
technologies.

PROTECTION 
YOU CAN TRUST

HP WOLF PRO SECURITY SERVICE

Empower employee productivity with 
transparent protection for the applications 
they rely on, without restrictions or fear 
of compromising their data, passwords, 
or network.

KEEP EMPLOYEES 
PRODUCTIVE

Get worry-free endpoint security 
management including actionable 
insights, without the need for in-house 
expertise – giving IT more time
to work on strategic projects.

ENDPOINT
SECURITY 
MONITORING



• Invisible layers of protection
Help protect employees from cyberthreats without creating barriers to their daily productivity,
with transparent protection that works behind the scenes.

• Freedom to work uninterrupted 
Give employees the freedom to work unrestricted with full functionality to securely read, edit, 
save, and print isolated Microsoft Office and PDF documents received from email, downloaded 
from the web or from USB devices, while being protected against even hidden threats that may 
be present within.4

KEEP EMPLOYEES PRODUCTIVE

• A protection-first approach
Stop zero-day attacks with a multilayered defense that combines advanced, NGAV based on 
the latest AI techniques like deep learning with isolation2 technologies to protect your 
company’s data, devices, and employee credentials.

• Enterprise-grade defense
Defend against undetectable threats with enterprise-grade isolation technology2 that is 
trusted by government agencies around the globe and has been adapted for ease of use by 
organizations in need of additional security expertise.

• Identity protection
Prevent password theft by alerting and blocking users from sharing log-in details on password 
phishing and other low-reputation websites.

PROTECTION YOU CAN TRUST

• Comprehensive and worry-free solution management
Let certified security experts monitor and manage your Wolf Pro Security settings and policies 
and free your IT resources to focus on strategic projects that benefit your business.

• Expertly managed by certified security professionals
As part of the endpoint security service, certified security experts provide ongoing 
management of the solution to help protect against future attacks with device protection 
status monitoring, threat notifications and controller configuration administration.

• Timely and actionable analytics and insights
Monitor the protection state of your endpoint device fleet through HP Wolf Security Controller
with real-time alerts and insights on attempted threats.

ENDPOINT SECURITY MONITORING



HP WOLF PRO SECURITY SERVICE INCLUDES:

THREAT ISOLATION 
& CONTAINMENT2

• Email attachment isolation

• Chat link and file-sharing protection

• Protection from documents sent in phishing emails

• Password protection from credential-harvesting 
websites

• File download protection

• Corporate website whitelisting support for IT

ADVANCED, DEEP LEARNING 
ANTI-MALWARE PROTECTION
• Detection of both known and previously 

unseen using advanced artificial 
intelligence techniques

• Static malware file and file-less 
threats protection

• Cloud-based reputation analysis of files

• Detection of malware evasion techniques

• No signature updates required

REAL-TIME SECURITY 
ANALYTICS & REPORTING
• Unified dashboard to view prevented malware, 

credential phishing attempts, and isolated threats

• Real-time views and reports of quarantined items 
and threat activity, including full kill-chain analysis 
mapped to the MITRE ATT&CK™ framework3

• Policy, trusted sites, and exclusions/whitelist 
settings view 

• Forward threat events via syslog to your existing 
cloud-based SIEM

ONGOING MONITORING 
BY HP SECURITY EXPERTS
• Daily monitoring of threat-event activity and 

device protection status

• Guidance on actions associated with prevented 
threats, and troubleshoot configuration issues 
for unprotected devices

• Centralized policy-based administration  and 
settings management

• Hosting and maintenance of HP Wolf Security 
Controller 
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Learn more at HP.com/pro-security-service

1. HP Wolf Pro Security Service is sold separately. For full system requirements, please visit http://www.hpdaas.com/requirements. HP services are 
governed by the applicable HP terms and conditions of service provided or indicated to Customer at the time of purchase. Customer may have 
additional statutory rights according to applicable local laws, and such rights are not in any way affected by the HP terms and conditions of service 
or the HP Limited Warranty provided with your HP Product. For full system requirements, please visit www.hpdaas.com/requirements.

2. HP Sure Click Pro isolation technology in included in HP Wolf Pro Security Service and requires Windows 11 or Windows 10 Pro or Enterprise edition. 
Microsoft Edge, Google Chrome, Chromium and Mozilla Firefox are supported. Supported attachments include Microsoft Office (Word, Excel, 
PowerPoint) and PDF files when Microsoft Office or Adobe Acrobat are installed.

3. MITRE does not claim ATT&CK enumerates all possibilities for the types of actions and behaviors documented as part of its adversary model and 
framework of techniques. Using the information contained within ATT&CK to address or cover full categories of techniques will not guarantee full 
defensive coverage as there may be undisclosed techniques or variations on existing techniques not documented by ATT&CK.

4. HP Wolf Pro Security Service requires Windows 11 or Windows 10. HP Wolf Pro Security Service does not support Windows OS for RPOS and thin 
client devices as well as VDI and other desktop virtualization deployments.
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